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Introduction 4<aia

Mobile Device Management (MDM) (MDM) 43 gasall 83@4\}\ 514

A simple everyday-user guide for King Abdullah Medical City (KAMC) (KAMC) 4pslall dblne cllal) dine o gusial g sl aladisd Jalune Jila

Why this matters: MDM helps you access work tools securely, protect Alea 5 ool JS Jaadl @ 2l ) Jgea 1) e MDM allas lac Ly 1aga 12 13l
patient and hospital data, and stay compliant with KSA healthcare ASlaally aal) g ladl) CpaY) cllbiay A N ¢ il 5 m yall iy

security requirements. 3 gand) i yal

1. What is MDM? fMDM aUai g2 La .1
MDM stands for Mobile Device Management. It is the system KAMC uses to Uil s (@ 5 5ead) 5_12)) Mobile Device Management _sisl s» MDM

manage and secure mobile access to work email, files, and internal systems

ol Y A 5l 8 e LS Catl gel) e Jseasll (el s 1oy Al deasing g3l
on smartphones and tablets. )

el Aalall Adalall a5 clalall 5 5 Iy

2. Why KAMC uses MDM MDM aUai diaal) addius 13l 2
+ To protect patient information and other sensitive hospital data. Aabeall il Glly e sy s oampal) Cla glaa dlaal

* To reduce risk if a device is lost, stolen, or used on an unsafe network. Al e 3K Lo aalaiid )i A s j Sleall i vie LA e aall

AR 18 gl 5 Clatinsall 5 5 SSIYY 25l ) e Jsmmsl) (g (i gall oSl

el ¢
» To make sure devices and apps follow KAMC security policies and Saudi ) ) ) OEe e

« To give staff secure access to email, documents, and internal websites
from anywhere.
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3. What it means for you as a user

*  You can work more easily using approved mobile apps instead of
personal apps.

*  Your work data stays protected inside secure applications.
*  You help KAMC stay safe, compliant, and ready for audits.

* You reduce service disruption caused by login issues, unsafe sharing, or
data leakage.

4. Your privacy

What KAMC Manages

What KAMC does not manage

Work apps, secure access, compliance
settings, and corporate data inside
managed apps.

Your personal photos, personal
messages, personal email, and
personal apps.

Important: MDM is about protecting KAMC work access and data, not monitoring your
private life.

KAMC | Mobile Device Management (MDM) Quick Guide | Page 3

Apaaall il e Yoy sadiead) clipdall alasiuly ST A s Jandl b€y«

A ki) Jal dsss dllee bl L8 -

a8l g daal yall 5 3als 5 Aa Jila 5 Akl Al oliy b aalus o

Sl AV e AS LA o J sl Jias OIS e ol deadl g Uil e Jl
LUl s

iva gad 4

@M\o#ﬁ\!u

Q‘J\.\c“; 6u.4;2“ d}ajl\j ¢Jandl Q\s:\.daz
il Jas Aiaall cilily 5 <JUiaY)
_T:)\_\.’d\

g—i‘.\.ug) cw\gﬂhb)‘g sw\é“)}m
Apad ) elilanlat o ¢ aad Sl S K1Y

Aalall il A e Gy el b Jenll Cilily 1) J sem sl dlen ) MDM oS3 Casgs 2pge

) U sanall 3 362V 515 a e Qo | Al e Glall AusaMDM3 Aaia | (



dubll alllase clloll didao
King Abdullah Medical City

5. The apps you will use every day

ALY (ha i)

App ‘ What you use it for
Mobile@Work DeV|.ce enrollment and secure access to KAMC mobile
services.
, Your KAMC email, calendar, contacts, notes, and tasks in
Email+
a secure app.
Docs@Work Viewing, editing, downloading, and securely sharing work
documents.
Web@Work Secure access to internal websites and portals without a
separate VPN.
Secure connection in the background for access to
Tunnel

protected resources.

Dl e dnaal cleaad ) oY) Jpa sl 5 Slead) Juaniss Mobile@Work
T Email+
LGl b (8 algdl
U’J dSJu LGA’S)L:AA) \.@J:\).ﬁ) uﬁ)ﬁ‘, aadl it uae DOCS@Work
VPN ) dalall g dlalall iyl il 5 a8l sall ) el J
S Us Gl sall 5 28l sall ) (0 =5 Web@Work
Azanall ) gall () gea gl AaIAN 8 Jamy el Sl Tunnel

6. What you need to do

Install Mobile@Work and complete device enroliment using your KAMC

credentials.

Use the approved apps: Email+, and Web@Work.

Set a passcode and keep your device updated.

Do not move work data into personal apps or personal email.

Report issues quickly if you cannot sign in, lose your device, or notice a
security problem.
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7. What changes in your daily use

Use Email+ for your KAMC email, calendar, and contacts. Do not use
Outlook or the built-in Mail app for KAMC email.

Once Email+ is working, delete your old KAMC account from Outlook and
the built-in Mail app to avoid duplicate accounts and sign-in lockouts.
Open internal websites and IT services from Web@Work, not from a
regular browser or a public link.

Leave Tunnel allowed to run in the background. It is what connects you
to internal systems.

8. Keep your device compliant

Keep a screen lock (passcode, Face ID, or fingerprint) turned on at all
times.

Keep your operating system and the KAMC apps up to date.

Do not jailbreak or root your device. Such devices are blocked from
KAMC services.

Do not delete Mobile@Work, Tunnel, or the KAMC profile from your
device.

If your device becomes non-compliant, access to KAMC services is
paused. Fix the issue shown on screen and access returns. Contact ICT
support if it does not.

On Android, do not restrict battery usage or background activity for
Email+ and Tunnel, or mail may stop syncing.
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. Stay safe: avoid scams and data leaks

Register only through the official KAMC portal (mdmc.kamc.med.sa) and
the official Google Play or App Store pages. Be careful with any other
enrollment link.

KAMC will never ask for your password or MobilePass code by phone,
WhatsApp, SMS, or email. Never share them with anyone, including ICT
staff.

Do not approve a sign-in or verification request you did not start.

Check the sender before opening links or attachments, even inside
Email+.

Install apps only from Google Play or the App Store.
Avoid public Wi-Fi for sensitive work when possible.

10. Lost, stolen, or replaced device

If your device is lost or stolen, report it to ICT support immediately, even
if you are unsure.

KAMC can remove work apps and data from the device and block its
access to KAMC services.

If you get a new phone, register it again using the steps in this guide, and
tell IT support so the old device is removed.

After a factory reset or restoring from a backup, you must register the
device again.
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11. Need help?

* QR code will not scan, or the registration PIN does not work: request a
new PIN from the Self Service Portal and try again.

* Mail is not updating: open Email+, check your internet connection, and
make sure Tunnel is allowed to run in the background.

* Message says the device is not compliant: follow the instructions on
screen, then reopen the app.

+  Still stuck: contact ICT support and share your name, device model, and
a screenshot of the error.

12. Final message

MDM is not an extra burden. It is the secure way to access KAMC work on
mobile devices. When all users adopt it correctly, KAMC improves security,
compliance, and everyday productivity.

Action today: Enroll your device, use the approved apps,

and contact IT support if you need help.
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Download Ivanti Mobile@work in your mobile device:
https://play.google.com/store/apps/details?id=com.mobileiron
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Android Guide 5,1 dlac) Jila
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2-

From any desktop computer (or laptop), go to https://mdmc.kamc.med.sa/ and login

Use your MoiblePass code in “gemalto” screen

From “Self Service Portal” choose Devices, then Click on “Register New Device”

Click on “Request Registration PIN”
Select Device type
Click on “Request PIN”

Open “Ivanti Mobile@Work” in your mobile, click on
scan QR Code, & scan the code

Accept/allow all following messages

&

Gl alllage cllall aune g

<+— Back

Request Registration PIN

Provide information about your device to receive a SMS message with the registration instructions.

You will also receive a registration email in your company email inbox.

Platform

[Selcc{ Platform - ) ) ]v
Android

i0S

macOS

watchOS

Windows

Device ownership () Company @ Employee

Cancel

Welcome Turki M. Al-ibrahim

Need to register another device?

Your organization requires you to have a valid
PIN to register a device.

Request Registration PIN o

On your mobile device, visit

ht mdmg kan

Or, click on the button below to generate a QR
code version of this URL that you can scan
with any code scanning app.
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iOs (iPhone, iPad) Guide 3w s sV 5 3¢l dlac) Jis

1- Download Mobile@work in your mobile device:
iPhone: https://apps.apple.com/us/app/ivanti-mobile-work-client/id320659794 >

2- From any desktop or laptop computer, go to https://mdmc.kamc.med.sa/ and login
Use your MoiblePass code in “gemalto” screen

3- From “Self Service Portal” choose Devices, then Click on “Register New Device”

4- Click on “Request Registration PIN” @
aasdall alllase cliall a0 @@_ o : 2 .
5- Select Device type King Abduitah Medical City (DT Welcome Turki M. Al-ibrahim

6- Click on “RequeSt PIN’ Need to register another device?
<— Back
7- Open “Ivanti Mobile@Work” in your mobile, ) ;

Request Registration PIN

8- Click on scan QR Code, & scan the QR code Lt , _ _ ; s ot o :
Provide information about your device to receive a SMS message with the registration instructions.

d isplayed You will also receive a registration email in your company email inbox.

Platform
| Select Platform | v [ e |
Android
i0S [
macOS
watchOS

Window!
0% Your organization requires you to have a valid

PIN to register a device.

Device ownership  © Company @ Employes Request Registration PIN o

On your mobile device, visit

Cancel ed sa/go

Or, click on the button below to generate a QR
code version of this URL that you can scan
with any code scanning app.
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9- Click on “Open”

Open this page in “lvanti Mobile@Work"?

10- In the Credentials (PIN) screen, Click on Register
11- Click on “I Understand”
n t:l

Your Privacy Matters

@ Ph 3 @ Te; @ Personal Email
@ Phone Calls App Data

pany might see?

Work Application Details

® Location
@ Device Details

I Understand
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12- Click on "OK” on Updating Configuration screen

Updating Configuration

13- Open iPhone settings, then select “Profile Downloaded”

Settings

@ Ahmed Sayed

Profile Downloaded

. Airplane Mode

= Wi-Fi

3 Bluetooth

Cellular
Personal Hotspot

Battery

General
Accessibility
Action Button
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14- Click Install

Install Profile

Profile Service

More Details

15- If asked, enter your iOS password or Face ID

KAMC | Mobile Device Management (MDM) Quick Guide | Page 12« )4 sasall 3362Vl 8 0¥ aope didy | dnkll dilae Gl AunMDM12 4ada | (



dubll alllase clloll didao
King Abdullah Medical City

16- Click Trust

Remote Management

Cancel

17- Click on the blue tick

Profile Installed

More Details
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18- Click on install

App Installation

7. You will receive multiple pop-ups to allow work apps installation, click Install
You are done
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